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The Honorable Janet Yellen
Secretary

U.S. Department of the Treasury
1500 Pennsylvania Avenue, NW
Washington, DC 20220

Dear Secretary Yellen:

Our tax system — implemented and administered by the U.S. Treasury Department (“the Department™),
which you oversee — relies on the American public’s confidence in secure, impartial, and efficient tax
administration. Unfortunately, recent events have called into question assurances of privacy and
security, which, as a result, undermine confidence and threaten the public’s trust. As a Member of the
Senate Finance Committee, | write today to express my concern over the Department’s casual
indifference with respect to these issues and to request that you brief! the Members of this Committee
on the security of Americans’ confidential information held by the Internal Revenue Service (IRS).

On June 8, 2021, the media outlet ProPublica published an article titled “The Secret IRS Files: Trove
of Never-Before-Seen Records Reveal how the Wealthiest Avoid Income Tax.”? It has been 364 days —
almost one entire year — since this article, the first in a series of politicized reports identifying
individual taxpayers by name, was published. That article states that ProPublica has obtained a “vast
trove” of IRS data on the returns of thousands of Americans, covering more than 15 years. Almost one
entire year without an ounce of information from your Department regarding how this happened, what
steps are being taken to protect taxpayer data, and whether or not Americans’ confidential tax
information is, in fact, safe. Almost one entire year with no resolution or assurance, no response to
Congress, and no information to the American people.

Unfortunately, this failure appears to be neither the first, nor likely the last, instance of security
deficiencies plaguing the IRS and putting taxpayer information at risk. Recent findings from the
Government Accountability Office (GAQ) and the Treasury Inspector General for Tax Administration
(TIGTA) have also generated concern for the security of Americans’ information. For example, in its
Annual Assessment of the IRS’s Information Technology Program for Fiscal Year 20212 TIGTA
declared that “[u]ntil the IRS takes steps to improve its security program deficiencies and fully
implement all security program components in compliance with FISMA requirements, taxpayer data
could be vulnerable to inappropriate and undetected use, modification, or disclosure.”

! This is not a request for a briefing on specific taxpayer information protected under 26 U.S.C. § 6103 or on related,
ongoing investigations.

2 “The Secret IRS Files: Trove of Never-Before-Seen Records Reveal How the Wealthiest Avoid Income Tax,” ProPublica,
June 8, 2021, at https://www.propublica.org/article/the-secret-irs-files-trove-of-never-before-seen-records-reveal-how-the-
wealthiest-avoid-income-tax.

3 “Annual Assessment of the IRS’s Information Technology Program for Fiscal Year 2021,” Treasury Inspector General for
Tax Administration, December 14, 2021, at https://www.treasury.gov/tigta/auditreports/2022reports/202220005fr. pdf.
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In addition, a recent report* from GAO found that the IRS investigated and closed 1,694 cases of
willful unauthorized access, attempted access, inspection, or disclosure of federal tax information by
IRS employees between fiscal years 2012 and 2021. According to GAO, over 27% were substantiated
as violations. An additional 22% of those cases were unresolved. This further calls into question the
IRS’s ability to keep confidential taxpayer information safe.

Both the willful unauthorized inspection of taxpayer returns or return information by employees and
contractors authorized to receive federal taxpayer information, and the willful unauthorized disclosure
of a taxpayer’s return or return information are crimes under 26 U.S.C. § 7213A and 26 U.S.C. § 7213,
respectively. To the extent that willful unauthorized access, inspection, and disclosure of return
information is taking place amongst IRS employees or contractors, this should be of great concern to
the Department and corresponding action should follow. Similarly, if inadequate security measures are
making taxpayer data vulnerable to inappropriate use or disclosure, you have a responsibility to
enhance security protocols taken by both the Department and the IRS.

As disclosures, security flaws, and possible attempts to weaponize protected data continue, the privacy
and protection of confidential taxpayer data must be prioritized. Unfortunately, | do not have reason to
believe that this is, in fact, a top priority for your Department. Your silence with respect to this matter
undermines the very tax administration that you oversee and the tax compliance that you seek.
Therefore, as a Member of your authorizing Committee, and as an oversight function, I ask that you
brief the Members of this Committee on IRS security protocols, processes, and procedures, and on
steps taken to ensure that nothing like this ever happens again.

Thank you for your attention to these matters. We look forward to a subsequent briefing on these
issues.

In God We Trust,

—

James Lankford
United States Senator

4 “IRS Security of Taxpayer Information: Characteristics of Employee Unauthorized Access and Disclosure Cases,” U.S.
Government Accountability Office, May 19, 2022, at https://www.gao.gov/assets/gao-22-105872.pdf.
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